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(1) X>A 1D, || Exxy[M]||Exyal 1D
H(Eny[M])]
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(1) XA ID,||Exry[ID,||Exuy (Exry[M])]
(2) A>Y  Exr,[ID,|| Exuy[Exr[M]] || T]
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- eg:RSA
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RSA

ml
Pk={e,n}; Sk={d,n}
( dn)
S=Md(mod n).
( en)
M S Ver M S
M=Se mod n)

2.
M<n

= 3.
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RSA

1.
Pk={e,n};
( dn)
Message<n
M=H(Message)
S=Md(mod n).
3. ( en)
Message S Ver M S
H(Message)=S¢ mod n)

Sk={d,n} H
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)
Ua
RSA
Q—{u~®
KU &KUa
L1
DSA
n paqa g KUq
—p 512 1024bit
q q 1 160
—g:=h®Damodp, 1<h<(p-1),
he-1a mod p>1
- X X 0<x<q
n y y=g© modp
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= DSS Digital Signature Standard)
1991 8 NIST 1994 5 19
1994 12 1

Schnorr
DSA Digital Signature
D. W. Kravitz

= DSS ElGamal

Algorithm)

DSS SHA

= DSS
BRSA

SHA+DSA
=MD5(SHA) +RSA »
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. k 0<k<q;

n M r s
—r=(gk modp) mod q
—-s=(kYHM)+xr)) mod q

-w s1modq
—a=(HMw) modq b=rw mod q
-v=((g*y*) mod p) mod q

=Ver M r s iff v=r
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* The plain known-msg attack

» The generic chosen-msg attack

* The oriented chosen-msg attack

» The adaptively chosen-msg attack
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— Chaum 1983

- 1991 Chaum
van Heyst
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— Chaum Van Antwerprn 1989
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" (mutual authentication)
m (one-way authentication)
u
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Needham/Schroeder Protocol [1978]

1 A KDC IDA|IDgIIN,
2 KDC—>A  Ex,[K(|[IDg|INy||[Exp[K|IDA]
3 AB  Ex[KJID,]
4 BoA  ExNg
5 A»B  ExJf(N,)]
K, K A KDC B KDC
K, A B
A2 3 B
4 B K. 5 B A K
45
[ | 3 B
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Denning Protocol [1982]
1 A—>KDC ID,||IDg
2 KDC oA E[K|IDg|[T||Exp[K|[1DA|IT]]
3 A->B Exp[K|[IDAlIT]
4 BoA Ek[N,]
5 A->B Ex[f(N,)]
T
Clock - T | < At + At,
At, KDC A B
-
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2 Challenge/Response A B
B
(challenge) B response
/
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4,5
c A B
c 3 A B B
A B
c 4 A
5 c B B
A
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Denning Protocol ~ Needham/Schroeder Protocol
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KEHN92

1 A>B IDA|IN,
2 B—KDC IDg[N, ||
3 KDC—>A Ek,[IDg|IN, K T 11l N,
4 A>B Exo[IDall Ks I To] Il Exg[ N 1
|
—. 2007-4-15 s
WO0092a
1 A KDC ID,||IDg
2 KDC—>A EkranllDg [IKUL]
3 A>B Exup[N, [[1DA]
4 B—KDC IDg|[ID || Exuayn[N,]
5 KDC 3B  Ekrayn[IDa KUl Exup[Exraumn [N4lIK[[1Dg]]
6 BoA ExualExrautnl Na [IKs | 1Dg]lINg]
7 A>B Ex[Np]
[ |
—I 2007-4-15 %
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1 A—>AS ID,||IDg

2 AS—A EkrglIDAlIKU, || T] | Exras[IDg [IKU, || T]

3 A—5B  ExrulIDAllKU,|l T || Exras[IDg || KUy | TT 1|
Ekup[Exra [KITII

2007-4-15

38

N BN e

One-Way Authentication
= E-mail

— Email
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A— KDC
KDC - A
A—>B

B — KDC
KDC - B

1D4J|IDg

EKRauth[IDB ”Kub]

Exup[N, [[1D ]

IDg[[1DA || Exuauin[Na]

EKRaulh[IDA ”KUa]” EKUb[EKRauth
[N,JIK110 [[1Dg]]

EKUa[EKRauth[ N, ”Ks

Ex[Np]

a b wN P

[<2)

Bo>A
7 A->B

Il 1D&]IIN,]
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1 A= KDC ID,||IDg|| N,
2 KDC—oA Ex[K, [ 1Dg || N, || Ex, [K, | 1D,]]
3 A5B  Ei[K || IDA] || ExM]

1 A->B  ExulK, Il ExM]
1 A->B M| Ekry[HM)]

1 A->B Eku,[M] Exr[HM)I]

1 A-B M Ekr[HM)] [l Exras [T [l IDA[IKU, ]
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