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SSL connection) Session identifier:
osl
Peer Certificate: X.509.v3
SSL Compression method:
Cipher spec: DES
SSL session MD5 SHA-1 MAC
SSL
Handshake Protocol Master secret: 48 client server
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Server and client random: server
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Server write MAC secret:

server MAC
Client write MAC secret:
client MAC
Server write key: server
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Client wite key: client
server
Initialization vectors: CBC
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cipher spec message
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SSL
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Compress 7777
AMdMAC A
Encryption

Append SSL

SSL Record Protocol
Operation

record header

MAC

hash(MAC_write_seret||pad_2||hash(MAC_write_secr
et||pad_1||seq_num]||SSLCompressed.type||[SSLCompre
ssed.length||SSLCompressed.fragment)

Block Cipher | Stream Cipher

IDEA 128 RC-40 40
RC2-40 40 RC4-128 128
DES-40 40

DES 56

3DES 168

Fortezza 80




8 8 8 16

Content | Major | Miner Compressed
Type | Version | Version Type a Change Cipher Spec Protocol 1byte
Encrypted 1
Plaintext b Alert Protocol
(optionally compressed) )
Level = 1(warning),
2(fatal), SSL
MAC(0,16(MD5),20(SHA-1) bytes) Alert = ( fatal
unexpected_message
SSL Record Format bad record mac
Message Type Parameters
¢ Handshake Protocol
1byte  3bytes 21 bytes hello_request _null o
| Type | Length Content client_hello versmn,random,sessmn id,cipher
suite,compression method
server_hello version,random,session id,cipher
suite,compression method
-~ 10 certificate chain of X.509v3 certificates

server_key_exchange parameters,signature
certificate_request type,authorities
server_done null

certificate_verify signature
client_key exchange parameters,signature
finished hash value
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